CODING

module mem_keygen_intrf(kin, indata, clk, loadk, loadD, memout, kready, dout, Dready);

input [63:0] kin, indata;

input clk;

input loadk, loadD;

output [63:0] dout;

output [47:0] memout;

output kready, Dready;

wire [4:0] roundk, rounde, addout;

wire wr;

wire [47:0] kout;

mux2to1 add_select(addout, rounde, roundk, wr);

syn_ram_16x48_irou memory(memout, kout, wr, addout, clk);

Keygen subkeymod(kin, clk, loadk, kout, roundk, wr, kready);

encrypt enmod(indata, clk, loadD, memout, 1'b0, dout, rounde, Dready);

endmodule

module Keygen (kin, clk, loadk, kout, round, wr, kready);

/***********************INPUTS*******************************/

input [0:63]    kin;            // 64 bit Key input to the system

input           clk;            // System clock

input           loadk;          // Loads the key

/**********************OUTPUTS******************************/

output [47:0]   kout;           // Sub key output to the memory module    

output          wr;             // Memory write signal

output [4:0]    round;          // Memory address signal

output          kready;         // Indicates completion of subkeys generation

/*********************REGISTERED OUTPUTS********************/

reg   [4:0]     round;

reg             kready;

reg             wr;

/*********************LOCAL VARIABLES***********************/

reg   [27:0]    c, d;

reg   [27:0]    ctemp, dtemp;

wire  [0:55]    temp;

            always@(posedge clk)

            begin              

              if(loadk)

              begin
 



c <={kin[56],kin[48],kin[40],kin[32],kin[24],kin[16],kin[8],



 kin[0],kin[57],kin[49],kin[41],kin[33],kin[25],kin[17],



 kin[9],kin[1],kin[58],kin[50],kin[42],kin[34],kin[26],



 kin[18],kin[10],kin[2],kin[59],kin[51],kin[43],kin[35] };



d <={kin[62],kin[54],kin[46],kin[38],kin[30],kin[22],kin[14],



 kin[6],kin[61],kin[53],kin[45],kin[37],kin[29],kin[21],



 kin[13],kin[5],kin[60],kin[52],kin[44],kin[36],kin[28],



 kin[20],kin[12],kin[4],kin[27],kin[19],kin[11],kin[3] }; 


                round <= 0;

                kready <= 0;

                wr <= 1;

              end

              else if(round < 15)

              begin

                c <= ctemp;

                d <= dtemp;

                round <= round+1;

                wr <= 1;

              end

              else

              begin

                c <= ctemp;

                d <= dtemp;

                kready <= 1;

                wr <= 0;

                round <= 5'bz;

              end

            end

            always@(round or c or d)

            begin

              case(round) 

              0: begin 

                 ctemp={c[26:0],c[27]};

                 dtemp={d[26:0],d[27]};

                 end

              1: begin

                 ctemp={c[26:0],c[27]};

                 dtemp={d[26:0],d[27]};

                 end

              2: begin

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              3: begin

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              4: begin

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              5: begin

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              6: begin

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              7: begin 

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              8: begin

                 ctemp={c[26:0],c[27]};

                 dtemp={d[26:0],d[27]};

                 end

              9: begin

                 ctemp={c[25:0],c[27],c[26]};

                 dtemp={d[25:0],d[27],d[26]};

                 end

              10: begin   

                  ctemp={c[25:0],c[27],c[26]};

                  dtemp={d[25:0],d[27],d[26]};

                  end

              11: begin  

                  ctemp={c[25:0],c[27],c[26]};

                  dtemp={d[25:0],d[27],d[26]};

                  end

              12: begin

                  ctemp={c[25:0],c[27],c[26]};

                  dtemp={d[25:0],d[27],d[26]};

                  end

              13: begin

                  ctemp={c[25:0],c[27],c[26]};

                  dtemp={d[25:0],d[27],d[26]};

                  end

              14: begin

                  ctemp={c[25:0],c[27],c[26]};

                  dtemp={d[25:0],d[27],d[26]};

                  end

              15: begin  

                  ctemp={c[26:0],c[27]};

                  dtemp={d[26:0],d[27]};

                  end




  default:




  
begin





ctemp = ctemp;





dtemp = dtemp;





end

              endcase

          end

       assign temp={ctemp,dtemp};  



 assign kout={temp[13],temp[16],temp[10],temp[23],temp[0],temp[4],                    

                 temp[2],temp[27],temp[14],temp[5],temp[20],temp[9],

                 temp[22],temp[18],temp[11],temp[3],temp[25],temp[7],

                 temp[15],temp[6],temp[26],temp[19],temp[12],temp[1],

                 temp[40],temp[51],temp[30],temp[36],temp[46],temp[54],

                 temp[29],temp[39],temp[50],temp[44],temp[32],temp[47],

                 temp[43],temp[48],temp[38],temp[55],temp[33],temp[52],

                 temp[45],temp[41],temp[49],temp[35],temp[28],temp[31]};



endmodule

module encrypt(indata, clk, LoadD, subkey, mode, dout, round, Dready);

/***********************INPUTS*******************************/

input [0:63] indata;  // 64 bit plain text input

input [47:0] subkey;  // Rounds Subkeys input

input clk;            // Clock input

input LoadD;          // Loads the data

input mode;           // mode = 0 or 1 for encrpytion or decryption respectively

/**********************OUTPUTS******************************/

output [63:0] dout;   // 64 bit cipher text output 

output [4:0] round;   // Round number used for subkey selection

output Dready;        // Indicates that output is valid

/*********************REGISTERED OUTPUTS********************/

reg [4:0] round;

reg Dready;

/*********************LOCAL VARIABLES***********************/

reg [31:0] left, right;

reg [4:0] index;

wire [31:0] b, rightbar, pout;

wire [47:0] xor1, expout;

 always@(posedge clk)

 begin

  if(LoadD)

  begin 

     if(!mode)

          round <= 0;

        else

          round <= 15;

        index <= 0;  

        Dready <= 0;                                              

   end 

     else if(index==0)

begin

        left <={indata[57],indata[49],indata[41],indata[33],indata[25],

                indata[17],indata[9],indata[1],indata[59],indata[51],

                indata[43],indata[35],indata[27],indata[19],indata[11],

                indata[3],indata[61],indata[53],indata[45],indata[37],

                indata[29],indata[21],indata[13],indata[6],indata[63],

                indata[55],indata[47],indata[39],indata[31],indata[23],

                indata[15],indata[7]};  

         right <={indata[56],indata[48],indata[40],indata[32],indata[24],

               indata[16],indata[8],indata[0],indata[58],indata[50],

               indata[42],indata[34],indata[26],indata[18],indata[10],

               indata[2],indata[60],indata[52],indata[44],indata[36],

               indata[28],indata[20],indata[12],indata[4],indata[62],

               indata[54],indata[46],indata[38],indata[30],indata[22],

               indata[14],indata[6]};

index <= index + 1;

if(!mode)

          round <= round + 1;

       else

         round <= round - 1;

  end

   else if(index < 16)

    begin

    left <= right;

    right <= rightbar;

    index <= index + 1;    

        if(!mode)

          round <= round + 1;

        else

          round <= round - 1;

    end

   else if(index == 16)

    begin

    left <= right;

    right <= rightbar;

    index <= index + 1;

    end

   else if(index == 17)

    begin

    left <= right;

    right <= left;

    Dready <=  1;

    round <= 5'bz;

    index <= index + 1;

   end

  end

 expermute ep(right, expout); 

 assign xor1 = expout ^ subkey;

 s8box s8(b[3:0], xor1[5:0]);

 s7box s7(b[7:4], xor1[11:6]);

 s6box s6(b[11:8],xor1[17:12]);

 s5box s5(b[15:12],xor1[23:18]);

 s4box s4(b[19:16],xor1[29:24]);

 s3box s3(b[23:20],xor1[35:30]);

 s2box s2(b[27:24],xor1[41:36]);

 s1box s1(b[31:28],xor1[47:42]);

 permuteb pb(pout, b);

 assign rightbar = pout ^ left;

 fpermute fp(dout,{left,right});

endmodule

module expermute(inp,out);

 output [47:0] out;      

 input [0:31] inp;  //right of dataininiperm   

    //arranged

     assign out={inp[31],inp[0],inp[1],inp[2],inp[3],inp[4],

                 inp[3],inp[4],inp[5],inp[6],inp[7],inp[8],

                 inp[7],inp[8],inp[9],inp[10],inp[11], inp[12],

                 inp[11],inp[12],inp[13],inp[14],inp[15],inp[16],

                 inp[15],inp[16],inp[17],inp[18],inp[19],inp[20],

                 inp[19],inp[20],inp[21],inp[22],inp[23],inp[24],

                 inp[23],inp[24],inp[25],inp[26],inp[27],inp[28],

                 inp[27],inp[28],inp[29],inp[30],inp[31],inp[0]};

    endmodule

module fpermute(out,inp);

output  [63:0] out;

input [0:63] inp;

         assign out={inp[39],inp[7],inp[47],inp[15],inp[55],inp[23],inp[63],inp[31],

                               inp[38],inp[6],inp[46],inp[14],inp[54],inp[22],inp[62],inp[30],

                               inp[37],inp[5],inp[45],inp[13],inp[53],inp[21],inp[61],inp[29],

                               inp[36],inp[4],inp[44],inp[12],inp[52],inp[20],inp[60],inp[28],

                               inp[35],inp[3],inp[43],inp[11],inp[51],inp[19],inp[59],inp[27],

                               inp[34],inp[2],inp[42],inp[10],inp[50],inp[18],inp[58],inp[26],

                               inp[33],inp[1],inp[41],inp[9],inp[49],inp[17],inp[57],inp[25],

                               inp[32],inp[0],inp[40],inp[8],inp[48],inp[16],inp[56],inp[24] };

endmodule

module mux2to1(out,inp1,inp2,sel);

 output [3:0] out;

 input [3:0] inp1,inp2;

 input sel;        //wire ?

 reg [3:0] out;

  always@(sel or inp1 or inp2)   

      case(sel)

       0: out=inp1;

       1: out=inp2;

      endcase

 endmodule

module mux4to1(out,inp1,inp2,inp3,inp4,sel);

 output [3:0] out;

 input [3:0] inp1,inp2,inp3,inp4;

 input [1:0] sel;        //wire ?

 reg [3:0] out;

  always@(sel or inp1 or inp2 or inp3  or inp4)   

      case(sel)

       0: out=inp1;

       1: out=inp2;

       2: out=inp3;

       3: out=inp4;

       endcase

    endmodule

module permuteb(outb,inpb);

output [31:0] outb;

input [0:31] inpb;

    assign outb={inpb[15],inpb[6],inpb[19],inpb[20],

                 inpb[28],inpb[11],inpb[27],inpb[16],

                 inpb[0],inpb[14],inpb[22],inpb[25],

                 inpb[4],inpb[17],inpb[30],inpb[9],

                 inpb[1],inpb[7],inpb[23],inpb[13],

                 inpb[31],inpb[26],inpb[2],inpb[8],

                 inpb[18],inpb[12],inpb[29],inpb[5],

                 inpb[21],inpb[10],inpb[3],inpb[24]};

endmodule

module syn_ram_16x48_irou (Q, Data, WE, Address, Inclock);

parameter LPM_FILE = "UNUSED";

parameter Width = 48;

parameter WidthAd = 4;

parameter NumWords = 16;

input [WidthAd-1:0] Address;

input [Width-1:0] Data;

input WE;

output [Width-1:0] Q;

input Inclock;

// internal reg

reg [Width-1:0] mem_data [NumWords-1:0];

reg [Width-1:0] tmp_q, tmp_q_reg;

reg [Width-1:0] ZERO, UNKNOWN, HiZ;

reg [8*256:1] mem_initf;

reg [WidthAd-1:0] clocked_address;

reg [Width-1:0] clocked_data;

reg clocked_we;

integer i;

function ValidAddress;

    input [WidthAd-1:0] Address;

    begin

        ValidAddress = 1'b0;

        if(^Address ==='bx)

              $display("%d:Error: Invalid address", $time);

        else if(Address >= NumWords)

              $display("%d:Error: Address out of bounds on RAM", $time);

        else

              ValidAddress = 1'b1;

    end

endfunction

initial

begin

  // check for number of words out of bound

   if(NumWords > (1 << WidthAd))

         $display("Error: Too many words defined");

   for (i=0; i < Width; i=i+1)

      begin

          ZERO[i] = 1'b0;

          UNKNOWN[i] = 1'bX;

      end

   for(i = 0; i < NumWords; i=i+1)

         mem_data[i] = ZERO;

  // load data to the RAM

   if (LPM_FILE != "UNUSED")

      begin

   //        $convert_hex2ver(LPM_FILE, Width, mem_initf);

           $readmemh(mem_initf, mem_data);

      end

end

initial

begin

   clocked_data = 0;

   clocked_address = 0;

   clocked_we = 0;

   tmp_q = 0;

end

  always @( posedge Inclock)

     begin

        clocked_address <= Address;

        clocked_data <= Data;

        clocked_we <= WE;

     end 

  always @( negedge Inclock )  

     begin

        if (clocked_we)  

                mem_data[clocked_address] <= clocked_data;

     end 

  assign Q = mem_data[clocked_address];

endmodule // syn_ram_16x48_irou

module s1box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s11 s11box(out1,inp[4:1]);

     s12 s12box(out2,inp[4:1]);

     s13 s13box(out3,inp[4:1]);

     s14 s14box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s11(out,inp);

 output [3:0] out;

 input [3:0] inp;

 reg [3:0] out;

      always@ (inp)

      begin 

       case(inp)

      0: out= 14 ;

      1: out=4 ;

      2: out= 13 ;

      3: out= 1 ;

      4: out= 2 ;  

      5: out= 15 ;

      6: out= 11 ;

      7: out= 8 ;

      8: out= 3 ;

      9: out= 10 ;

      10:out=  6;

      11:out= 12 ;

      12:out= 5 ;

      13:out= 9 ;

      14:out= 0 ;

      15:out= 7 ;

     endcase

    end

   endmodule

module s12(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

        always@(inp)

         begin

        case(inp)

        0: out=0 ;

        1: out=15  ;

        2: out= 7 ;

        3: out= 4 ; 

        4: out= 14 ;

        5: out= 2 ;

        6: out= 13 ;

        7: out= 1 ;

        8: out= 10 ;

        9: out= 6 ;

        10:out= 12 ;

        11:out= 11 ;

        12:out= 9 ;

        13:out= 5 ;

        14:out= 3 ;

        15:out= 8 ;

      endcase

      end

      endmodule

module s13(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

        always@(inp)

        begin

        case(inp)

        0: out=4 ;

        1: out= 1 ;

        2: out= 14 ;

        3: out= 8 ; 

        4: out= 13 ;

        5: out= 6 ;

        6: out= 2 ;

        7: out= 11 ;

        8: out= 15 ;

        9: out= 12 ;

        10:out= 9 ;

        11:out= 7 ;

        12:out= 3 ;

        13:out= 10 ;

        14:out= 5 ;

        15:out= 0 ;

      endcase

      end

      endmodule

module s14(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin

         case(inp)

        0: out=15 ;

        1: out= 12 ;

        2: out= 8 ;

        3: out= 2 ; 

        4: out= 4 ;

        5: out= 9 ;

        6: out= 1 ;

        7: out= 7 ;

        8: out= 5 ;

        9: out= 11 ;

        10:out= 3 ;

        11:out= 14 ;

        12:out= 10 ;

        13:out= 0 ;

        14:out= 6 ;

        15:out= 13 ;

     endcase

     end

     endmodule

module s2box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s21 s21box(out1,inp[4:1]);

     s22 s22box(out2,inp[4:1]);

     s23 s23box(out3,inp[4:1]);

     s24 s24box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s21(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin        

         case(inp)

        0: out=15 ;

        1: out= 1;

        2: out=8 ;

        3: out=14 ; 

        4: out= 6;

        5: out= 11;

        6: out= 3;

        7: out=4 ;

        8: out= 9;

        9: out= 7;

        10:out= 2;

        11:out= 13;

        12:out= 12;

        13:out= 0;

        14:out= 5;

        15:out= 10;

     endcase

     end

     endmodule

module s22(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

         case(inp)

        0: out=3 ;

        1: out=13 ;

        2: out= 4;

        3: out=7 ; 

        4: out=15 ;

        5: out= 2;

        6: out= 8;

        7: out= 14;

        8: out= 12;

        9: out= 0;

        10:out= 1;

        11:out= 10;

        12:out= 6;

        13:out=9 ;

        14:out= 11;

        15:out= 5;

      endcase

      end

      endmodule

module s23(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

        always@(inp)

         begin      

         case(inp)

        0: out=0 ;

        1: out= 14;

        2: out= 7;

        3: out= 11; 

        4: out= 10;

        5: out= 4;

        6: out= 13;

        7: out= 1;

        8: out= 5;

        9: out= 8;

        10:out= 12;

        11:out= 6;

        12:out= 9;

        13:out= 3;

        14:out= 2;

        15:out= 15;

     endcase

     end

     endmodule

module s24(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

         case(inp)

        0: out=13 ;

        1: out= 8;

        2: out= 10;

        3: out= 1; 

        4: out=3 ;

        5: out= 15;

        6: out= 4;

        7: out= 2;

        8: out= 11;

        9: out= 6;

        10:out= 7;

        11:out= 12;

        12:out= 0;

        13:out= 5;

        14:out= 14;

        15:out= 9;

     endcase

     end

     endmodule

module s3box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s31 s31box(out1,inp[4:1]);

     s32 s32box(out2,inp[4:1]);

     s33 s33box(out3,inp[4:1]);

     s34 s34box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s31(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=10 ;

        1: out= 0;

        2: out= 9;

        3: out= 14; 

        4: out= 6;

        5: out= 3;

        6: out= 15;

        7: out= 5;

        8: out= 1;

        9: out= 13;

        10:out= 12;

        11:out= 7;

        12:out= 11;

        13:out= 4;

        14:out= 2;

        15:out= 8;

     endcase

     end

      endmodule

module s32(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=13 ;

        1: out= 7;

        2: out= 0;

        3: out= 9; 

        4: out= 3;

        5: out= 4;

        6: out=6 ;

        7: out=10 ;

        8: out= 2;

        9: out= 8;

        10:out= 5;

        11:out= 14;

        12:out= 12;

        13:out= 11;

        14:out= 15;

        15:out= 1;

     endcase

     end

     endmodule

module s33(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=13 ;

        1: out= 6;

        2: out= 4;

        3: out=9 ; 

        4: out= 8;

        5: out= 15;

        6: out=3 ;

        7: out=0 ;

        8: out=11 ;

        9: out= 1;

        10:out= 2;

        11:out= 12;

        12:out= 5;

        13:out= 10;

        14:out= 14;

        15:out= 7;

     endcase

      end

     endmodule

module s34(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=1 ;

        1: out= 10;

        2: out= 13;

        3: out= 0; 

        4: out= 6;

        5: out= 9;

        6: out= 8;

        7: out= 7;

        8: out= 4;

        9: out= 15;

        10:out= 14;

        11:out= 3;

        12:out= 11;

        13:out= 5;

        14:out= 2;

        15:out= 12;

     endcase

     end

     endmodule

module s4box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s41 s41box(out1,inp[4:1]);

     s42 s42box(out2,inp[4:1]);

     s43 s43box(out3,inp[4:1]);

     s44 s44box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s41(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=7 ;

        1: out=13 ;

        2: out= 14;

        3: out= 3; 

        4: out= 0;

        5: out= 6;

        6: out=9 ;

        7: out=10 ;

        8: out=1 ;

        9: out= 2;

        10:out= 8;

        11:out= 5;

        12:out= 11;

        13:out= 12;

        14:out= 4;

        15:out= 15;

     endcase

      end

      endmodule

module s42(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out= 13;

        1: out= 8;

        2: out= 11;

        3: out= 5; 

        4: out= 6;

        5: out= 15;

        6: out=0 ;

        7: out=3 ;

        8: out=4 ;

        9: out= 7;

        10:out= 2;

        11:out= 12;

        12:out= 1;

        13:out= 10;

        14:out= 14;

        15:out= 9;

     endcase

     end

     endmodule

module s43(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=10 ;

        1: out= 6;

        2: out= 9;

        3: out= 0; 

        4: out= 12;

        5: out= 11;

        6: out= 7;

        7: out= 13;

        8: out= 15;

        9: out= 1;

        10:out= 3;

        11:out= 14;

        12:out= 5;

        13:out= 2;

        14:out= 8;

        15:out= 4;

     endcase

     end

     endmodule

module s44(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=3 ;

        1: out=15 ;

        2: out=0 ;

        3: out=6 ; 

        4: out=10 ;

        5: out=1 ;

        6: out=13 ;

        7: out=8 ;

        8: out=9 ;

        9: out=4 ;

        10:out=5 ;

        11:out=11 ;

        12:out=12 ;

        13:out=7 ;

        14:out=2 ;

        15:out=14 ;

     endcase

     end

     endmodule

module s5box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s51 s51box(out1,inp[4:1]);

     s52 s52box(out2,inp[4:1]);

     s53 s53box(out3,inp[4:1]);

     s54 s54box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

endmodule

module s51(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=2 ;

        1: out=12 ;

        2: out=4 ;

        3: out=1 ; 

        4: out= 7;

        5: out= 10;

        6: out=11 ;

        7: out=6 ;

        8: out= 8;

        9: out= 5;

        10:out= 3;

        11:out= 15;

        12:out= 13;

        13:out= 0;

        14:out= 14;

        15:out= 9;

     endcase

     end

     endmodule

module s52(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=14 ;

        1: out=11 ;

        2: out=2 ;

        3: out=12 ; 

        4: out=4 ;

        5: out=7 ;

        6: out=13 ;

        7: out=1 ;

        8: out=5 ;

        9: out=0 ;

        10:out=15 ;

        11:out=10 ;

        12:out=3 ;

        13:out=9 ;

        14:out=8 ;

        15:out=6 ;

     endcase

     end

     endmodule

module s53(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

          always@(inp)

         begin      

         case(inp)

        0: out=4 ;

        1: out=2 ;

        2: out=1 ;

        3: out=11 ; 

        4: out= 10;

        5: out= 13;

        6: out= 7;

        7: out= 8;

        8: out= 15;

        9: out= 9;

        10:out= 12;

        11:out= 5;

        12:out= 6;

        13:out= 3;

        14:out= 0;

        15:out= 14;

     endcase

      end

     endmodule

module s54(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=11 ;

        1: out= 8;

        2: out= 12;

        3: out=7 ; 

        4: out=1 ;

        5: out=14 ;

        6: out=2 ;

        7: out=13 ;

        8: out= 6;

        9: out= 15;

        10:out= 0;

        11:out= 9;

        12:out= 10;

        13:out= 4;

        14:out= 5;

        15:out= 3;

     endcase

     end

     endmodule

module s6box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s61 s61box(out1,inp[4:1]);

     s62 s62box(out2,inp[4:1]);

     s63 s63box(out3,inp[4:1]);

     s64 s64box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s61(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=12 ;

        1: out= 1;

        2: out= 10;

        3: out= 15; 

        4: out= 9;

        5: out= 2;

        6: out= 6;

        7: out= 8;

        8: out= 0;

        9: out= 13;

        10:out= 3;

        11:out= 4;

        12:out= 14;

        13:out= 7;

        14:out= 5;

        15:out= 11;

     endcase

     end

     endmodule

module s62(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=10 ;

        1: out= 15;

        2: out= 4;

        3: out= 2; 

        4: out= 7;

        5: out= 12;

        6: out= 9;

        7: out= 5;

        8: out= 6;

        9: out= 1;

        10:out= 13;

        11:out= 14;

        12:out= 0;

        13:out= 11;

        14:out= 3;

        15:out= 8;

     endcase

     end

     endmodule

module s63(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=9 ;

        1: out=14 ;

        2: out= 15;

        3: out= 5; 

        4: out= 2;

        5: out= 8;

        6: out= 12;

        7: out= 3;

        8: out= 7;

        9: out= 0;

        10:out= 4;

        11:out= 10;

        12:out= 1;

        13:out= 13;

        14:out= 11;

        15:out= 6;

     endcase

     end

     endmodule

module s64(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=4 ;

        1: out=3 ;

        2: out=2 ;

        3: out=12 ; 

        4: out=9 ;

        5: out=5 ;

        6: out=15 ;

        7: out= 10;

        8: out= 11;

        9: out= 14;

        10:out= 1;

        11:out= 7;

        12:out= 6;

        13:out= 0;

        14:out= 8;

        15:out= 13;

     endcase

     end

     endmodule

module s7box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s71 s71box(out1,inp[4:1]);

     s72 s72box(out2,inp[4:1]);

     s73 s73box(out3,inp[4:1]);

     s74 s74box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s71(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=4 ;

        1: out=11 ;

        2: out=2 ;

        3: out=14 ; 

        4: out=15 ;

        5: out=0 ;

        6: out=8 ;

        7: out=13 ;

        8: out= 3;

        9: out= 12;

        10:out= 9;

        11:out= 7;

        12:out= 5;

        13:out= 10;

        14:out= 6;

        15:out= 1;

     endcase

     end

     endmodule

module s72(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=13 ;

        1: out=0 ;

        2: out=11 ;

        3: out=7 ; 

        4: out=4 ;

        5: out=9 ;

        6: out=1 ;

        7: out=10 ;

        8: out=14 ;

        9: out=3 ;

        10:out=5 ;

        11:out=12 ;

        12:out=2 ;

        13:out=15 ;

        14:out=8 ;

        15:out=6 ;

      endcase

      end

     endmodule

module s73(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin       

        case(inp)

        0: out=1 ;

        1: out=4 ;

        2: out=11 ;

        3: out=13 ; 

        4: out=12 ;

        5: out=3 ;

        6: out=7 ;

        7: out=14 ;

        8: out=10 ;

        9: out=15 ;

        10:out=6 ;

        11:out=8 ;

        12:out=0 ;

        13:out=5 ;

        14:out=9 ;

        15:out=2 ;

     endcase

      end

     endmodule

module s74(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=6 ;

        1: out=11 ;

        2: out=13 ;

        3: out=8 ; 

        4: out=1 ;

        5: out=4 ;

        6: out=10 ;

        7: out= 7;

        8: out= 9;

        9: out= 5;

        10:out= 0;

        11:out= 15;

        12:out= 14;

        13:out= 2;

        14:out= 3;

        15:out= 12;

     endcase

     end

     endmodule

module s8box(out,inp);

output [3:0] out;

input [5:0] inp;

wire [3:0] out1,out2,out3,out4;

wire [1:0] muxsel;

      assign muxsel={inp[5],inp[0]};

     s81 s81box(out1,inp[4:1]);

     s82 s82box(out2,inp[4:1]);

     s83 s83box(out3,inp[4:1]);

     s84 s84box(out4,inp[4:1]);

     mux4to1 mymux(out,out1,out2,out3,out4,muxsel);         

 endmodule

module s81(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out= 13;

        1: out= 2;

        2: out= 8;

        3: out= 4; 

        4: out= 6;

        5: out= 15;

        6: out= 11;

        7: out= 1;

        8: out= 10;

        9: out= 9;

        10:out= 3;

        11:out= 14;

        12:out= 5;

        13:out= 0;

        14:out= 12;

        15:out= 7;

     endcase

     end

     endmodule

module s82(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=1 ;

        1: out=15 ;

        2: out=13 ;

        3: out=8 ; 

        4: out=10 ;

        5: out= 3;

        6: out=7 ;

        7: out=4 ;

        8: out=12 ;

        9: out= 5;

        10:out= 6;

        11:out= 11;

        12:out= 0;

        13:out= 14;

        14:out= 9;

        15:out= 2;

     endcase

      end

     endmodule

module s83(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

         case(inp)

        0: out= 7;

        1: out= 11;

        2: out= 4;

        3: out= 1; 

        4: out= 9;

        5: out= 12;

        6: out=14 ;

        7: out= 2;

        8: out= 0;

        9: out= 6;

        10:out= 10;

        11:out= 13;

        12:out= 15;

        13:out= 3;

        14:out= 5;

        15:out= 8;

     endcase

      end

      endmodule

module s84(out,inp);

output [3:0] out;

input [3:0]inp;

reg [3:0] out;

         always@(inp)

         begin      

        case(inp)

        0: out=2 ;

        1: out=1 ;

        2: out=14 ;

        3: out=7 ; 

        4: out=4 ;

        5: out=10 ;

        6: out=8 ;

        7: out=13 ;

        8: out=15 ;

        9: out= 12;

        10:out= 9;

        11:out= 0;

        12:out= 3;

        13:out= 5;

        14:out= 6;

        15:out= 11;

     endcase

     end

     endmodule
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